
 

TUSCOLA COUNTY 

Committee of the Whole 

MEETING AGENDA 

  
Monday, October 10, 2022 – 8:00 AM 

   

H.H. Purdy Building Board Room, 125 W. Lincoln 
St., Caro, MI 48723 

 

 

  

Public may participate in the meeting electronically: 

Join by phone: (US) +1 929-276-1248    PIN:112 203 398# 

Join by Hangouts Meeting ID: meet.google.com/mih-jntr-jya 

  
 8:00 AM Call to Order - Chairperson Bardwell 

Roll Call - Clerk Fetting 

Page 

 

County Updates  
 
None  

 

New Business    
1. 

 
FEMA Memorandum of Agreement So Tuscola County Can Be Signed 
Up In The IPAWS System (Integrated Public Alert & Warning System) - 
Deputy Steven Anderson, Emergency Manager 

MI Tuscola County OEM_MOA-v4.8-1 (1) 

 
3 - 17 

   
2. 

 
Fiscal Year 2022 Emergency Management Performance Grant 
Agreement With the State of Michigan - Deputy Steven Anderson, 
Emergency Manager 

  *Funding increased from 32.86% ($29,582.00) to 40.29% ($37,873.00)  

FY 2022 EMPG grant agreement package 

 
18 - 27 

   
3. 

 
2023 Mosquito Abatement Wages - Larry Zapfe, Director 

Mosquito Abatement Seasonal Employees wages for 2023 

 
28 - 31 

   
4. 

 
Register of Deeds Office Index Book Restoration - John Bishop, 
Register of Deeds 

 

   
5. 

 
Purdy Building Security Cameras - Eean Lee, Chief Information Officer 

Purdy Building Additional Security Cameras 

 
32 - 36 

   
6. 

 
Clerk's Office Security Cameras - Eean Lee, Chief Information Officer 

Clerk's Office Security cameras 

 
37 - 39 
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Old Business  

 

Finance/Technology  
 
Committee Leader Commissioner Young and Commissioner DuRussel  

 
   Primary Finance/Technology   
 

 
1. 

 
Fiscal Year 2023 Budget Review - Clayette Zechmeister, 
Controller/Administrator 

Proposed 2023 Budget Book Committee of the Whole First 
Review 

 
40 - 76 

  
   On-Going and Other Finance  

 
   On-Going and Other Technology  

 

Building and Grounds  
 
Committee Leader Commissioner DuRussel and Commissioner Grimshaw  

 
   Primary Building and Grounds  

 
   On-Going and Other Building and Grounds  

 

Personnel  
 
Committee Leader Commissioner Grimshaw and Commissioner Vaughan  

 
   Primary Personnel  

 
   On-Going and Other Personnel  

 

Other Business as Necessary  

 

Public Comment Period  

 

Adjournment  
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Memorandum of Agreement 

between the 
Tuscola County Office of Emergency 

Management 
and the 

 
Federal Emergency Management Agency 

Integrated Public Alert and Warning System 
(IPAWS) Program Management Office 

 
Regarding the use of: 

Tuscola County Office of Emergency 
Management 

Interoperable System(s) 
and 

IPAWS OPEN Platform for Emergency Networks 
(IPAWS-OPEN) 

 
Version 4.8 

 
26 Sep 2022 

 
WARNING: This document is FOR OFFICIAL USE ONLY (FOUO).  It contains information that may be exempt 

from public release under the Freedom of Information Act (5 U.S.C. 552).  It is to be controlled, stored, handled, 
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transmitted, distributed, and disposed of in accordance with DHS policy relating to FOUO information and is not to 
be released to the public or other personnel who do not have a valid “need-to-know” without prior approval of the 

FEMA Integrated Public and Warning System and the FEMA Disclosure Offices. 
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Document Change History  
 
 
 

Version Date Author Description 

4.0 06/13/2019 Al Kenyon Updated COG MOA with stakeholders' input 

4.1 06/13/2019 Al Kenyon Delete CISO and CIO signature blocks per CIO 
Corrected IPAWS Suite #, Zipcode 

4.2 6/20/2019 Gustavo Barbet Jr Fixed grammatical errors and made minor wording changes throughout 
document 

4.3 9/6/2019 Mark Lucero Changes to Section 3.0 from paragraph to bullet format 

4.4   1/31/2020 Gustavo Barbet Jr Updated FEMA CISO POC 

4.5 6/30/2020 Gustavo Barbet Jr Updated FEMA CISO POC 
     

      4.6 10/15/2020 
Mark Lucero, Al 
Kenyon, Justin 

Singer 
Authority Section, Version History Page, and Footer Updates 

      4.7    5/24/21 Mark Lucero Update AWS Cloud, IPAWS-OPEN Tech Lead 

      4.8    4/26/2022 Gustavo Barbet Jr Updated FEMA CISO POC 
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MEMORANDUM OF AGREEMENT 

1.0 SUPERSEDES: None 

 

2.0 INTRODUCTION 

The purpose of this memorandum is to establish a management agreement between the Tuscola County Office of 
Emergency Management hereinafter referred to as the Collaborative Operating Group (COG), and the Federal 
Emergency Management Agency (FEMA) IPAWS Program regarding the utilization and security of Tuscola County 
Office of Emergency Management Interoperable System(s) (as shown in Appendix A), which interoperate with the 
IPAWS-Open Platform for Emergency Networks (IPAWS-OPEN). The expected benefit is to enable information 
interoperability across emergency response organizations and systems as intended by the FEMA IPAWS Program.  

This agreement will govern the relationship between the Collaborative Operating Group and FEMA, including 
designated managerial and technical staff and system users associated with the aforementioned COG. As indicated 
within the terms of this agreement, both parties agree to allow system interoperability through the use of SOAP over 
HTTPS via the public internet. Under this agreement, no direct or networked connection using VPN (or equivalent 
technology) between the systems named in Appendix A and IPAWS-OPEN is allowed. In the event a direct 
connection is required, an Interconnection Security Agreement must be executed. 

3.0 AUTHORITY 

This agreement is authorized under the following authorities and regulations: 

• Section 706 of 47 U.S.C. 666, The War Powers Act: Provides for Presidential Access to commercial 
communications during “a state of public peril or disaster or other national emergency” 

• Public Law 93-288, The Stafford Act. Sec. 202. Disaster Warning: Directs FEMA to provide technical 
assistance to State and local governments to ensure that timely and effectively disaster warning is provided 

• Public Law 114-143, The IPAWS Modernization Act: Enacts to law the policy statement and similar 
requirements found in Executive Order 14307 

• Sec. 202. Disaster Warning: Directs FEMA to provide technical assistance to State and local governments to 
ensure that timely and effectively disaster warning is provided 

• Executive Order 13407 of June 26, 2006, Public Alert and Warning System: Established as policy the 
requirement for the United State to have an effective, reliable, integrated, flexible, and comprehensive 
system to alert and warn the American people  

• 47 CFR Part 10, Wireless Emergency Alert (WEA): Provide for alert and warning to devices on wireless 
carrier networks 

•  47 CFR Part 11, Emergency Alert System (EAS): Provide for alert and warning over TV and radio 
broadcast 
 

4.0 BACKGROUND 

It is the intent of both parties to this agreement to establish and utilize a standardized web based application interface 
(as defined by the IPAWS-OPEN Web Service Interface Design Guidance) between the information technology (IT) 
systems shown below to facilitate the exchange of emergency messages within the production environment.  The 
testing of the interoperability of these systems has been performed through the use of FEMA's Test and Development 
environment to ensure the transference and receipt of emergency messages using approved messaging standards.  The 
interoperability between these systems is supported by the use of SOAP over HTTPS via the public internet.   

5.0 COMMUNICATIONS 

Frequent formal communications are essential to ensure the successful management and operation of system 
interoperability. Both parties agree to maintain open lines of communication between designated staff (as indicated in 
Appendix B) at both the managerial and technical levels. All communications described herein must be conducted in 
writing and may be disseminated by electronic means unless otherwise noted.  
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The owners of the respective systems agree to designate and provide contact information for technical leads for their 
respective systems, and to facilitate direct contacts between technical leads to support the management and operation 
of system interoperability. To safeguard the confidentiality, integrity, and availability of the systems and the data they 
store, process, and transmit, both parties agree to provide notice of specific events within the timeframes indicated 
below:  

• Security Incidents: Technical, administrative and/or help desk staff will immediately notify their designated 
counterparts by telephone or e-mail when a security incident(s) is detected and/or a violation of the Rules of 
Behavior (see Appendix C) has been identified. Both parties agree to make the appropriate technical and 
administrative individuals available for all necessary inquiries and/or investigations. Containment and/or 
resolution procedures will be documented by the identifying party and after-action reports generated and 
submitted to the system owner and/or designated security officials within five (5) business days after detection of 
the incident(s). 

• Disasters and Other Contingencies:  The FEMA IPAWS Program Office will notify the COG by telephone, e-
mail or other acceptable means in the event of a disaster or other contingency that disrupts the normal operation 
of IPAWS-OPEN.  

• System Interconnections: This MOA is intended for systems interoperating with IPAWS-OPEN using SOAP 
over HTTPS via the public Internet.  If in the future, an interconnection (i.e. dedicated system-to-system 
connection) is required to IPAWS-OPEN, this MOA must be updated and an Interconnection Security 
Agreement (ISA) must be executed. If a change in status from interoperating to interconnected system is 
required, the initiating party will notify the other party at least 3 months before the planned interconnection is to 
be in place.  

• Discontinuation of Use: In the event the use of IPAWS-OPEN is no longer required, the COG agrees to 
immediately notify, in writing, the FEMA IPAWS Program Office at which time the COGID and associated 
access credentials will be deactivated. 

• Personnel Changes: Both parties agree to provide notification of changes to their respective system owner or 
technical lead. In addition, both parties will provide notification of any changes in the point of contact 
information provided in Appendix B.  All relevant personnel changes and changes to contact information must 
be provided within 5 business days of the change. 

6.0 TYPE OF INTERCONNECTIVITY 

Both parties agree that the COG will utilize only the assigned COGID, associated credentials and digital certificates 
provided by the FEMA IPAWS Program Office to support interoperability between the system(s) listed in Appendix 
A and IPAWS-OPEN. In addition, all interoperable systems must be configured to interface with IPAWS-OPEN over 
the public Internet using only approved web service standards and associated requirements.  A listing of approved 
web service standards and supporting requirements can be obtained from the IPAWS-OPEN Web Service Interface 
Design Guidance document.  

In the event, a dedicated connection is required, both parties will agree to negotiate and execute an Interconnection 
Security Agreement (ISA) as required per Department of Homeland Security (DHS) policy which must be signed by 
all required parties before the interconnection is activated. Proposed changes to either system that affect system 
interoperability will be reviewed and evaluated to determine the potential impact. If the proposed changes impact the 
agreed upon terms, the MOA will be renegotiated and executed before changes are implemented.  

7.0 SECURITY 

To ensure the joint security of the systems and the message data they store, process, and transmit, both parties agree 
to adhere to and enforce the Rules of Behavior (as specified in Appendix C).  In addition, both parties agree to the 
following: 

• Ensure authorized users accessing the interoperable system(s) receive, agree to abide by and sign (electronically 
or in paper form) the IPAWS-OPEN Rules of Behavior as specified in Appendix C. Each jurisdiction is 
responsible for keeping the signed Rules of Behavior on file or stored electronically for each system user. 
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• Utilize FEMA approved PKI certificates to digitally sign messages as they are transported over the public 
Internet. 

• Certify that its respective system is designed, managed and operated in compliance with all relevant federal laws, 
regulations, and policies. 

• Document and maintain jurisdictional and/or system specific security policies and procedures and produce such 
documentation in response to official inquiries and/or requests.   

• Provide physical security and system environmental safeguards for devices supporting system interoperability 
with IPAWS-OPEN.  

• Ensure physical and logical access to the respective systems as well as knowledge of the COGID and associated 
access criteria are only granted to properly vetted and approved entities or individuals.  

• Where applicable, ensure that only individuals who have successfully completed FEMA-required training can 
utilize the interoperable systems to issue alerts and warnings intended for distribution to the public. 

• Where applicable, document and maintain records of successful completion of FEMA-required training and 
produce such documentation in response to official inquiries and/or requests. 

8.0 PROFICIENCY DEMONSTRATION 

Once enabled, each COG operating under this agreement must demonstrate their ability to compose and send a 
message through the IPAWS-OPEN system at regular intervals. Such demonstration must be performed on a monthly 
basis through generation of a message successfully sent through the IPAWS-OPEN Training and Demonstration 
environment.  

9.0 ASSOCIATED SOFTWARE REQUIREMENTS 

The COG will need to select a software package which will allow the COG to properly populate a Common Alerting 
Protocol (CAP) message which complies with both the OASIS Common Alerting Protocol Version 1.2 and the OASIS 
Common Alerting Protocol, v. 1.2 USA Integrated Public Alert and Warning System Profile Version 1.0. With respect 
to the software and the software vendor selected FEMA expects the selected software to provide the following 
minimum critical capabilities and services: 

• Permissions: 
o The ability to assign and manage user permissions; and 

o The ability to retrieve and view IPAWS Alerting Permissions 

• Proficiency: 

o The provision of vendor support, to include user training, and around the clock technical support; 
and 

o The ability to submit both live and test digital certificates, with clear, easily identifiable information 
that indicates the environment to which the software is pointed (Live or Test) 

• User Interface: 

o The provision of an intuitive user interface, to include help menus; and 
o The ability to notify the user of digital certificate expiration; and 

o The ability to constrain event types and geocodes to user permissions; and 
o The ability to send one alert to multiple channels; and 

o The provision of displays that show required fields based on selected channel; and 
o The ability to pre-populate fields to the greatest extent possible; and 

o The ability to support templates; and 
o The ability to create a polygon or circle, of less than 100 nodes; and 
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o The ability to update or cancel an alert, without having to reenter all of the data; and 
o The ability to alert the end user if a software license has expired; and 

o Clear explanations if alert information is case sensitive when entered  

• Confirmation and Error Checking: 

o The ability to pre-check an alert message for errors, prior to sending; and 
o The ability to create free-form 90-character WEA text, while preventing prohibited characters; and 
o The provision to IPAWS of alert status codes for any sent alert, with a clear definition of whether 

the codes are advice codes or error codes, along with the meaning of those codes; and 

o The provision of user confirmation of connectivity to IPAWS; and 
o The ability for users to see alert history and/or logs 

10.0 COST CONSIDERATIONS 

This agreement does not authorize financial expenditures by the COG on behalf of FEMA. The FEMA IPAWS 
Program is responsible for the costs associated with developing, operating and maintaining the availability of the 
IPAWS-OPEN system.  The COG is responsible for all costs related to providing their users with access to IPAWS-
OPEN via the public Internet.  These costs may include hardware, software, monthly Internet charges, completion of 
security awareness training and other related jurisdictional costs.  

11.0 PROPERTY OWNERSHIP 

Each Party agrees and acknowledges that nothing in this Agreement shall be construed as giving a party any 
proprietary rights in or to the intellectual property of the other party.  Each Party further agrees that nothing in this 
Agreement shall be construed as creating or granting to a party any implied or express license in or to the intellectual 
property of the other party.  

12.0 TIMELINE 

This agreement will remain in effect based on the life of the Authority to Operate (ATO) for IPAWS-OPEN or a 
maximum of three (3) years after the last date on either signature in the signature block below. Upon expiration of the 
IPAWS-OPEN ATO or after three (3) years (whichever comes first), this agreement will expire without further action 
and system access privileges will be revoked. If the parties wish to extend this agreement, they may do so by 
reviewing, updating, and reauthorizing this agreement. This agreement supersedes all earlier agreements, which 
should be referenced above by title and date. If one or both of the parties wish to terminate this agreement 
prematurely, they may do so upon 30 days' advanced notice or in the event of a security incident that necessitates an 
immediate response. This agreement may be suspended by FEMA for failure to perform the Proficiency 
Demonstration for two consecutive months. A suspended COG may be reinstated upon a completion of a successful 
Proficiency Demonstration.  
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SIGNATORY AUTHORITY 

I agree to the terms of this Memorandum of Agreement. Noncompliance on the part of either organization or its users 
or contractors concerning the policies, standards, and procedures explained herein may result in the immediate 
termination of this agreement.

Tuscola County Office of Emergency Management 
 Official 
Name: Thomas Bardwell 
Title: Board Chair 
 
 
 
 
 
__________________________________________ 
(Signature     Date)  
Tuscola County Office of Emergency Management 
125 W. Lincoln St. Suite #500 
Caro, MI, 48723 
 

Federal Emergency Management Agency 
IPAWS-OPEN System Owner 
Name: Mark A. Lucero 
Title: Chief, IPAWS Engineering 
 
 
 
 
 
__________________________________________ 
(Signature     Date) 
Attn: IPAWS-OPEN System Owner, Suite 5NW-0309 
Federal Emergency Management Agency 
500 C Street SW 
Washington, D.C. 20472-3153

 
 

Page 10 of 76



FOR OFFICIAL USE ONLY // CONTROLLED UNCLASSIFIED INFORMATION 
 

9 
V4.8, April 26, 2022 

Appendix A 

Listing of Interoperable Systems 
The FEMA IPAWS Program recognizes that Emergency Management organizations may utilize multiple tools to 
facilitate the emergency management process. As a result, jurisdictions may need to interoperate with IPAWS-OPEN 
using more than one system.  In order to comply with DHS policy, all systems interoperating with IPAWS-OPEN 
must be documented and supported by a Memorandum of Agreement. As a result, this appendix must be completed 
to identify all systems associated with the COG and used for interoperating with IPAWS-OPEN.  This Appendix 
must be amended as applicable systems are added or removed from operations. 

• IPAWS-OPEN 

Function: 
IPAWS-OPEN is the backbone system that structures the alert and distributes the 
message from one interoperating and/or interconnected system (message sender) to 
another interoperating and/or interconnected system (message recipient). 

Location: AWS GovCloud (US) East Region, West Region 

Description of data, 
including sensitivity or 
classification level: 

Messaging data is considered Sensitive But Unclassified (SBU) information and does 
not contain Personally Identifiable Information (PII), Financial data, Law Enforcement 
Sensitive Information or classified information. Each message that flows through the 
IPAWS-OPEN system will be associated to a specifically assigned system User ID and 
COGID as captured within the message elements. This information will be retained in 
system logs.   

 

The systems listed below are managed and operated by the COG and are subject to the terms defined within the 
Memorandum of Agreement including the Rules of Behavior in Appendix C.  Each interoperable system will be 
assigned unique authentication credentials, which must be protected by the COG.  In the event these credentials are 
compromised, the COG is expected to immediately contact the FEMA IPAWS Program Management Office.  The 
systems listed below are only allowed to interoperate with IPAWS-OPEN based on the criteria set forth within the 
IPAWS-OPEN Web Service Interface Design Guidance. 

•  CodeRED by OnSolve 

Function: Web-based public notification system. 

Location: Atlanta, GA; Dallas, TX; Las Vegas, NV; 

Description of data, 
including sensitivity or 
classification level: 

Comprised of Unclassified, Non-sensative CAP data. 
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Appendix B 

COG Point of Contact Information 

 

Designated COG Primary Point of Contact: 

Name: Steven Anderson 

Title: Emergency Manager 

Business Email Address: tcemanderson@tuscolacounty.org 

Primary Phone Number: 989-673-5181 

Alternate Phone Number:  

Organization: Tuscola County Office of Emergency Management 

Mailing Address: 420 Court St. Suite #1, Caro, MI,  48723 

Designated Alternate Point of Contact:  

Name: Jon  Ramirez 

Title: Director 

Business Email Address: jramirez@tusco!acounty.org 

Primary Phone Number: 989-673-8738 ext 2 

Alternate Phone Number:  

Organization: Tuscola County Central Dispatch 

Mailing Address: 1303 Cleaver Rd., Caro, MI, 48723 
Designated Technical Point of Contact: 

Name: Tim  Greeen 

Title: Public Safety Technician 

Business Email Address: tgreen@tuscolacounty.org 

Primary Phone Number: 989-673-8161 ext 2236 

Alternate Phone Number:  

Organization: Tuscola County Information Services 

Mailing Address: 420 Court St. Suite #1, Caro, MI, 48723 

 

Page 12 of 76



FOR OFFICIAL USE ONLY // CONTROLLED UNCLASSIFIED INFORMATION 
 

11 
V4.8, April 26, 2022 

FEMA: Integrated Public Alert and Warning System 
Open Platform for Emergency Networks (IPAWS-OPEN) 

 

Contact Name Contact 
Number Email Address Summary of System 

Responsibilities 

Lytwaive Hutchinson 202-212-2480 
 

lytwaive.hutchinson@fema.dhs.gov Chief Information Officer, 
FEMA 

Gregory Edwards 202.374.5392 Gregory.edwards@fema.dhs.gov Chief Information Security 
Officer 

Mark Lucero 202-646-1386 mark.lucero@fema.dhs.gov System Owner 

Gary Ham 703-899-6241 gary.ham@associates.fema.dhs.gov FEMA PMO - IPAWS-
OPEN 

Gustavo Barbet 202-212-3586 gustavo.barbet@associates.fema.dhs.gov FEMA ISSO - IPAWS-
OPEN 

Cameron Hayes 720-838-1621 cameron.hayes@associates.fema.dhs.gov 
 

IPAWS-OPEN Tech Lead 
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Appendix C 

IPAWS-OPEN Rules of Behavior 
1.0 INTRODUCTION 

The following rules of behavior apply to all persons with application access to Tuscola County Office of Emergency 
Management Interoperable System(s) and/or who have been issued a COGID with associated credentials for IPAWS-
OPEN.  These individuals shall be held accountable for their actions related to the information resources entrusted to 
them and must comply with the following rules or risk losing their access privileges. The Rules of Behavior apply to 
users on official travel as well as at their primary workplace (e.g., Emergency Operations Center – EOC) and at any 
alternative workplace (e.g., telecommuting from a remote or satellite site) using any electronic device including 
laptop computers and portable electronic devices (PED's).  PED's include personal digital assistants (PDA's) (e.g. 
Palm Pilots), cell phones, text messaging systems (e.g., Blackberry), and plug-in and wireless peripherals that employ 
removable media (e.g. CDs, DVDs, etc.). PEDs also encompass USB flash memory (thumb) drives, external drives, 
and diskettes.  These Rules of Behavior are consistent with existing DHS policies and DHS Information Technology 
(IT) Security directives and are intended to enhance the awareness of each user's responsibilities regarding accessing, 
storing, receiving and/or transmitting information using IPAWS-OPEN. 

2.0 APPLICATION RULES 

2.1 Official Use 

• IPAWS-OPEN is a Federal application to be used only in the performance of the user's official duties in 
support of public safety as described in the National Incident Management System (NIMS). 

• The use of the IPAWS-OPEN for unauthorized activities is prohibited and could result in verbal or written 
warning, loss of access rights, and/or criminal or civil prosecution. 

• By utilizing IPAWS-OPEN, the user of the interoperable system(s) consents to allow system monitoring to 
ensure appropriate usage for public safety is being observed. 

• Tuscola County Office of Emergency Management will be held accountable for safeguarding all 
configuration items and information entrusted to them by FEMA.  Tuscola County Office of Emergency 
Management is expected to manage the relationship with supporting vendors, consultants and any other 
entities providing system support on their behalf.  In addition, Tuscola County Office of Emergency 
Management will be held accountable in the event of a security breach or disclosure of sensitive 
configuration information such as digital certificates.  Tuscola County Office of Emergency Management 
understands that the use of digital signatures, used on their behalf, is binding and Tuscola County Office of 
Emergency Management will be held accountable accordingly.  In the event sensitive information is 
mishandled, utilization of IPAWS-OPEN may be immediately revoked by FEMA.   

• If software interoperating with IPAWS-OPEN enables users to geo-target public alert messages by means 
of geospatial polygons or circles, then the user shall restrict any such geospatial boundaries so as to remain 
within the geographical limits of their public warning authority (or as near as possible), as determined by 
applicable state and/or local laws and duly adopted operational plans. 

2.2 Access Security 

• All Email addresses provided in connection with interoperable system(s) user accounts must be associated 
to an approved email account assigned by the user's emergency management organization. The use of 
personal email accounts to support emergency messaging through IPAWS-OPEN is prohibited. 

• Upon approval of the MOA by FEMA, a COG account with COGID and Digital Certificate will be created 
and issued to the designated technical representative.   All individuals with knowledge of these credentials 
must not share or alter these authentication mechanisms without explicit approval from the FEMA IPAWS 

Page 14 of 76



FOR OFFICIAL USE ONLY // CONTROLLED UNCLASSIFIED INFORMATION 
 

13 
V4.8, April 26, 2022 

Program. 

• Every interoperable system user is responsible for remote access security as it relates to their use of 
IPAWS-OPEN and shall abide by these Rules of Behavior. 

2.3 Interoperable System User Accounts and Passwords 

• All users must have a discrete user account ID which cannot be the user's social security number. To 
protect against unauthorized access, passwords linked to the user ID are used to identify and authenticate 
authorized users. 

• Accounts and passwords shall not be transferred or shared.  The sharing of both a user ID and associated 
password with anyone (including administrators) is prohibited. 

• Accounts and passwords shall be protected from disclosure and writing passwords down or electronically 
storing them on a medium that is accessible by others is prohibited. 

• The selection of passwords must be complex and shall: 

o Be at least eight characters in length 

o Contain a combination of alphabetic, numeric and special characters 

o Not the same as any of the user's previous 8 passwords. 

• Passwords shall not contain any dictionary word. 

• Passwords shall not contain any proper noun or the name of any person, pet, child, or fictional character. 
Passwords shall not contain any employee serial number, Social Security number, birth date, phone 
number, or any information that could be readily guessed about the creator of the password.  

• Passwords shall not contain any simple pattern of letters or numbers, such as “qwerty” or “xyz123”. 

• Passwords shall not be any word, noun, or name spelled backwards or with a single digit appended, or with 
a two-digit “year” string, such as 98xyz123.  

• Pass phrases, if used in addition to or instead of passwords, should follow the same guidelines.  

• Passwords shall not be the same as the User ID.  

• Users shall either log off or lock their workstations when unattended. 

• Workstations shall be configured to either log off, or activate a password-protected lock, or password-
protected screensaver within fifteen (15) minutes of user inactivity.  

• Locked sessions shall remain locked until the user re-authenticates.  

• Workstations shall be protected from theft.  

• A user's account shall be automatically locked after three consecutive failed logon attempts. 

• The automatic lockout period for accounts locked due to failed login attempts shall be set for a minimum of 
twenty (20) minutes. 

• A process shall exist for manually unlocking accounts prior to the expiration of the twenty (20) minute 
period, after sufficient user identification is established.  

• Sessions shall automatically be terminated after sixty (60) minutes of inactivity.  
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• Users are required to change their passwords at least once every 90 days. 

• Passwords must be promptly changed whenever a compromise of a password is known or suspected. 

2.4 Integrity Controls & Data Protection 

• All computer workstations accessing IPAWS-OPEN must be protected by up-to-date anti-virus software. 
Virus scans must be performed on a periodic basis and when notified by the anti-virus software. 

• Users accessing interoperable system(s) to utilize IPAWS-OPEN must: 

o Physically protect computing devices such as laptops, PEDs, blackberry devices, smartphones, etc; 

o Protect sensitive data sent to or received from IPAWS-OPEN; 

o Not use peer-to-peer (P2P) file sharing, which can provide a mechanism for the spreading of 
viruses and put sensitive information at risk; 

o Not program computing devices with automatic sign-on sequences, passwords or access 
credentials when utilizing IPAWS-OPEN. 

Users may not provide personal or official IPAWS-OPEN information solicited by e-mail.  If e-mail messages are 
received from any source requesting personal information or asking to verify accounts or other authentication 
credentials, immediately report this and provide the questionable e-mail to the Local System Administrator and/or the 
Tuscola County Office of Emergency Management Help Desk. 

• Only devices officially issued through or approved by DHS, FEMA and/or approved emergency 
management organizations are authorized for use to interoperate with IPAWS-OPEN and use of personal 
devices to access and/or store IPAWS-OPEN data and information is prohibited. 

• If a Blackberry, smartphone or other PED is used to access the interoperable system(s) to utilize IPAWS-
OPEN, the device must be password protected and configured to timeout or lock after 10 minutes of 
inactivity.  

• If sensitive information is processed, stored, or transmitted on wireless devices, it must be encrypted using 
approved encryption methods. 

2.5 System Access Agreement 

• I understand that I am given access to the interoperable system(s) and IPAWS-OPEN to perform my 
official duties.  

• I will not attempt to access data, information or applications I am not authorized to access nor bypass 
access control measures.  

• I will not provide or knowingly allow other individuals to use my account credentials to access the 
interoperable system(s) and IPAWS-OPEN. 

• To prevent and deter others from gaining unauthorized access to sensitive resources, I will log off or lock 
my computer workstation or will use a password-protected screensaver whenever I step away from my 
work area, even for a short time and I will log off when I leave for the day.  

• To prevent others from obtaining my password via “shoulder surfing”, I will shield my keyboard from view 
as I enter my password. 

• I will not engage in, encourage, or conceal any hacking or cracking, denial of service, unauthorized 
tampering, or unauthorized attempted use of (or deliberate disruption of) any data or component within the 
interoperable system(s) and IPAWS-OPEN.  
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• I agree to inform my Local System Administrator when access to the interoperable system(s) and/or 
IPAWS-OPEN is no longer required. 

• I agree that I have completed Computer Security Awareness training as may be required by my jurisdiction 
prior to my initial access to the interoperable system(s) and IPAWS-OPEN and that as long as I have 
continued access, I will complete Computer Security Awareness training on an annual basis. If my 
jurisdiction does not provide Computer Security Awareness training, I will complete the FEMA self-study 
course IS-906: Workplace Security Awareness (https://training.fema.gov/is/courseoverview.aspx?code=IS-
906) on an annual basis. 

2.6 Accountability 

• I understand that I have no expectation of privacy while using any services or programs interoperating with 
IPAWS-OPEN.  

• I understand that I will be held accountable for my actions while accessing and using interoperable 
system(s) and IPAWS-OPEN, including any other connected systems and IT resources. 

• I understand it is my responsibility to protect sensitive information from disclosure to unauthorized persons 
or groups. 

• I understand that I must comply with all software copyrights and licenses pertaining to the use of IPAWS-
OPEN. 

2.7 Incident Reporting 

• I will promptly report IT security incidents, or any incidents of suspected fraud, waste or misuse of systems 
to the Local System Administrator and/or the Tuscola County Office of Emergency Management Help 
Desk. 

3.0 IPAWS-OPEN Rules of Behavior Statement of Acknowledgement 

I have read and agree to comply with the requirements of these Rules of Behavior. I understand that the terms of this 
agreement are a condition of my initial and continued access to Tuscola County Office of Emergency Management  
Interoperable System(s) and IPAWS-OPEN and related services and that if I fail to abide by the terms of these Rules 
of Behavior, my access to any and all IPAWS-OPEN information systems may be terminated and I may be subject to 
criminal or civil prosecution. I have read and presently understand the above conditions and restrictions concerning 
my access. 

 

Printed Name (as listed in Appendix B): __________________________________________________ 

 

Signature: ___________________________________ Date: ____________ 
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Michigan State Police 
Emergency Management 
and    
Homeland Security 
Division 

 

 

 
 

Grant Agreement 

  

 FEDERAL AWARD IDENTIFICATION 
 

SUBRECIPIENT NAME GRANT NAME ASSISTANCE LISTING  

County of Tuscola Emergency Management 
Performance Grants 

97.042 

SUBRECIPIENT IRS/VENDOR NUMBER FEDERAL AWARD IDENTIFICATION 
NUMBER (FAIN) 

FEDERAL AWARD DATE 

38-6004893 EMC-2022-EP-00001 8/23/2022 

SUBRECIPIENT UEI SUBAWARD 
PERFORMANCE 
 PERIOD 

FROM TO 

DJPRRMAUYXA7  10/1/2021 9/30/2022 

RESEARCH & DEVELOPMENT  

Funding 
 

Total 

N/A Federal Funds Obligated by 
this Action 

$37,873.00 

INDIRECT COST RATE Total Federal Funds 
Obligated to Subrecipient 

$37,873.00 

None on file Total Amount of Federal 
Award 

$37,873.00 

FEDERAL AWARD PROJECT DESCRIPTION   

2022 Emergency Management Performance Grants (EMPG) 

DETAILS   

The 2022 EMPG allocation is 40.29% of the Subrecipient’s emergency program manager’s 
salary and fringe benefits.  A cost-match is required under this program.  The Federal share 
used towards the EMPG budget shall not exceed 50% of the total budget.  
FEDERAL AWARDING AGENCY PASS-THROUGH ENTITY (RECIPIENT) NAME 

Federal Emergency Management Agency - GPD 
400 C Street, SW, 3rd floor 
Washington, DC 20472-3645 

Michigan State Police 
Emergency Management and 
Homeland Security Division 
PO Box 30634 
Lansing, MI 48909 
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State of Michigan 
FY 2022 Emergency Management Performance Grant 

Grant Agreement 
 

October 1, 2021 to September 30, 2022 
 

Assistance Listing: 97.042 
Grant Number: EMC-2022-EP-00001 

 
This Fiscal Year (FY) 2022 Emergency Management Performance Grant (EMPG) grant agreement is 
hereby entered into between the Michigan Department of State Police, Emergency Management and 
Homeland Security Division (hereinafter called the Recipient), and the 
 

COUNTY OF TUSCOLA 
(hereinafter called the Subrecipient) 

 
I. Purpose 
 
The purpose of this grant agreement is to provide federal pass-through funds to the Subrecipient for the 
development and maintenance of an emergency management program capable of protecting life, 
property, and vital infrastructure in times of disaster or emergency. 
 
The FY 2022 EMPG program plays an important role in the implementation of the National Preparedness 
System (NPS) by supporting the building, sustainment, and delivery of core capabilities essential to 
achieving the National Preparedness Goal of a secure and resilient Nation.  The objective of the NPS is 
to facilitate an integrated, all-of-nation/whole community, risk driven, capabilities-based approach to 
preparedness. 
 
In support of the National Preparedness Goal, the FY 2022 EMPG supports a comprehensive, all-hazard 
emergency preparedness system to build and sustain core capabilities across the Prevention, Protection, 
Mitigation, Response, and Recovery mission areas. 
 
For more information on the NPS, federally designated priorities, and the FY 2022 EMPG objectives, as 
well as guidance on allowable costs and program activities, please refer to the FY 2022 EMPG Notice of 
Funding Opportunity (NOFO) and the FEMA Preparedness Grants Manual located at 
https://www.fema.gov/grants.  
 
II. Statutory Authority 
 
Funding for the FY 2022 EMPG is authorized by Section 662 of the Post-Katrina Emergency 
Management Reform Act of 2006 (PKEMRA), as amended, (Pub. L. No. 109-295) (6 U.S.C. § 762); the 
Robert T. Stafford Disaster Relief and Emergency Assistance Act, as amended (Pub. L. No. 93-288) (42 
U.S.C. §§ 5121 et seq.); the Earthquake Hazards Reduction Act of 1977, as amended (Pub. L. No. 95-
124) (42 U.S.C. §§ 7701 et seq.); and the National Flood Insurance Act of 1968, as amended (Pub. L. 
No. 90448) (42 U.S.C. §§ 4001 et seq.). 
 
Appropriation authority is provided by the Department of Homeland Security Appropriations Act, 2022, 
(Pub. L. No. 117-103); Disaster Relief Supplemental Appropriations Act, 2022, Pub. L. No. 117-43 
(2021). 
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The Subrecipient agrees to comply with all FY 2022 EMPG program requirements in accordance with the 
FY 2022 EMPG NOFO, and the FEMA Preparedness Grants Manual; both are located at 
https://www.fema.gov/grants/preparedness/emergency-management-performance; the Michigan 
Emergency Management Act of 1976, as amended (Public Act 390) at 
http://www.legislature.mi.gov/doc.aspx?mcl-Act-390-of-1976; and the Robert T. Stafford Disaster Relief 
and Emergency Assistance Act, as amended (Pub. L. No. 93-288) (42 U.S.C. §§ 5121 et seq.) located at 
https://www.fema.gov/disaster/stafford-act; and the FY 2022 EMPG Agreement Articles Applicable to 
Subrecipients.  The FY 2022 EMPG Agreement Articles Applicable to Subrecipients document is included 
for reference in the grant agreement packet. 
 
The Subrecipient shall also comply with the most recent version of: 
 

A. 2 CFR, Part 200 of the Code of Federal Regulations (CFR), Uniform Administrative 
Requirements, Cost Principles, and Audit Requirements for Federal Awards located at 
http://www.ecfr.gov.  
 

B. FEMA Policy #108-023-1 Grant Programs Directorate Environmental Planning and Historic 
Preservation Policy Guidance. 

 
III. Award Amount and Restrictions 
 

A. The County of Tuscola is awarded $37,873.00 or 40.29% of the Subrecipients local emergency 
manager’s salary and fringe benefits under the FY 2022 EMPG.  The Subrecipient may receive 
less than the allocated amount if the Subrecipient’s cost share (match) of wages and fringe 
benefits paid to the local emergency manager are less than the total allocation.  The 
Subrecipient’s EMPG program budget must be documented on the Local Budget for Emergency 
Management Performance Grant form (EMD-17). 

 
B. The FY 2022 EMPG covers eligible costs from October 1, 2021, to September 30, 2022.  The 

funds awarded in the grant agreement shall only be used to cover allowable costs that are 
incurred during the agreement period.  Grant funds shall not be used for other purposes.  For 
guidance on allowable costs, please refer to the EMPG Appendix in the FEMA Preparedness 
Grants Manual. 

 
C. This grant agreement designates EMPG funds for the administration and oversight of an 

approved emergency management program.  The Subrecipient may utilize grant funds for 
the reimbursement of salary, overtime, compensatory time off, and associated fringe 
benefits for the local emergency manager, and up to 5% of the total allocation may be 
utilized for other allowable organization costs.  No other expenditures are allowed.  If other 
organization costs are requested, a narrative must be submitted detailing the expenses that are 
included in these costs.  

 
D. The FY 2022 EMPG program has a 50% cost share (cash or in-kind) requirement, as authorized 

by the Robert T. Stafford Disaster Relief and Emergency Assistance Act, as amended, (Pub. L. 
No. 93-288) (42 U.S.C. §§ 5121 et seq.), specifically, Title VI, sections 611(j) and 613.  Federal 
funds cannot exceed 50% of eligible costs.  Unless otherwise authorized by law, federal funds 
cannot be matched with other federal funds. 

 
The Federal Emergency Management Agency (FEMA) administers cost sharing requirements in 
accordance with 2 CFR § 200.306.  To meet matching requirements, the Subrecipient 
contributions must be reasonable, allowable, allocable, and necessary under the grant program 
and must comply with all federal requirements and regulations. 
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See the FY 2022 EMPG NOFO and FEMA Preparedness Grants Manual for additional cost 
share guidance, definitions, basic guidelines, and governing provisions. 
 

E. All EMPG funded personnel must complete either the Independent Study courses identified in 
the Professional Development Series, or the National Emergency Management Basic Academy 
delivered either by the Emergency Management Institute or a sponsored state, local, tribal, 
territorial, regional, or other designated location and record proof of completion.  All EMPG 
funded personnel must also participate in exercises consistent with the requirements outlined in 
the EMPG Guidebook and work agreement. 

 
The EMPG programs are required to complete a quarterly training and exercise report identifying 
training and exercises completed during the quarter.  Guidance for accomplishing these 
requirements is provided by the Recipient. 

 
F. Upon request, the Subrecipient must provide to the Recipient information necessary to meet any 

state or federal subaward reporting requirements. 
 

G. In the event that the U.S. Department of Homeland Security (DHS) determines that changes are 
necessary to the award document after an award has been made, including but not limited to, 
changes to period of performance or terms and conditions, Subrecipients will be notified of the 
changes in writing.  Once notification has been made, any subsequent request for funds will 
indicate Subrecipient acceptance of the changes to the award. 

 
IV. Responsibilities of the Subrecipient 
 

A. Grant funds must supplement, not supplant, state or local funds.  Federal funds must be 
used to supplement existing funds, not replace (supplant) funds that have been appropriated for 
the same purpose.  Potential supplanting will be carefully reviewed in subsequent monitoring 
reviews and audits.  Subrecipients may be required to supply documentation certifying that a 
reduction in non-federal resources occurred for reasons other than the receipt or expected receipt 
of federal funds. 

 
B. The Subrecipient agrees to comply with all applicable federal and state regulations; the FY 2022 

EMPG NOFO; the FEMA Preparedness Grants Manual Version 2; the Agreement Articles 
Applicable to Subrecipients: Fiscal Year 2022 Emergency Management Performance Grants, 
included with the grant agreement package for reference; and the EMPG Guidebook (EMD-PUB 
208),  

 
C. The subrecipient shall not use FY 2022 EMPG funds to generate program income.  

 
D. In addition to this grant agreement, the Subrecipient shall complete, sign, and submit to the 

Recipient the following documents, which are incorporated by reference into this grant 
agreement: 
1. Subrecipient Risk Assessment Certification. 
2. Standard Assurances. 
3. Certifications Regarding Lobbying; Debarment, Suspension and Other Responsibility Matters; 

and Drug-Free Workplace Requirements. 
4. Audit Certification (EMD-053). 
5. Request for Taxpayer Identification Number and Certification (W-9). 
6. Other documents that may be required by federal or state officials. 
 

E. Complete and submit quarterly work reports, the Quarterly Training and Exercise Worksheet, and 
the Annual Training and Exercise Plan Worksheet in accordance with the schedule outlined in the 
FY 2022 EMPG Work Agreement/Quarterly Report (EMHSD-31). 
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F. Enact enabling legislation establishing the local emergency management program and ensure a 
copy of the local resolution or ordinance is on file with the Recipient. 

 
G. Appoint an emergency management program manager who can assume responsibility for the 

functions outlined in section 4 of the EMPG Guidebook.   
 

H. Provide the Recipient with a complete job description for the federally funded EMPG local 
emergency manager, including non-EMPG duties if applicable. 

 
 I.    Notify the Recipient immediately of any changes in the EMPG funded local emergency manager’s  

position. 
 
J.   The Subrecipient will contribute to the development and maintenance of the state's multi-year 

Training and Exercise Plan (TEP).  This will include conducting exercises that comply with local, 
state, and federal requirements, including the Homeland Security Exercise and Evaluation 
Program (HSEEP) and the EMPG Guidebook, to accomplish this goal.  

 
K. Ensure the EMPG funded local emergency manager completes training as required by the annual 

EMPG Work Agreement.  
 
L. Have an approved and current emergency operations plan on file with the MSP/EMHSD District 

Coordinator. 
 
M. The Subrecipient agrees to prepare the form EMHSD-007 - EMPG Quarterly Billing Cover Sheet.  

The Subrecipient agrees to submit this form with supporting documentation, including all required 
authorized signatures and required reimbursement documentation to the appropriate 
MSP/EMHSD District Coordinator by the due date following the end of each quarter, as identified 
in FY 2022 Emergency Management Report Schedule.  The most current EMHSD-007 form must 
be used and can be obtained from the MSP/EMHSD District Coordinator, or by visiting 
https://www.michigan.gov/msp/0,4643,7-123-72297_60152_95164_95317---,00.html  under 
Finance Forms.  

 
N. Comply with applicable financial and administrative requirements set forth in the current edition of 

2 CFR, Part 200, including, but not limited to, the following provisions: 
1. Account for receipts and expenditures, maintain adequate financial records, and refund 

expenditures disallowed by federal or state audit. 
2. Retain all financial records, statistical records, supporting documents, and other pertinent 

materials for at least three years after the grant is closed by the awarding federal agency for 
purposes of federal and/or state examination and audit. 

3. Non-federal organizations which expend $750,000 or more in all federal funds during their 
current fiscal year are required to have an audit performed in accordance with the Single 
Audit Act of 1984, as amended, and 2 CFR, Part 200. 

 
O. Comply with all reporting requirements, including special reporting, data collection, and evaluation 

requirements, as prescribed by law or program guidance.  
 
P. Maintain a valid Unique Entity Identifier (UEI) through SAM.gov at all times during the 

performance period of this grant. 
 

Q. The Subrecipient must acknowledge and agree to comply with applicable provisions governing 
DHS access to records, accounts, documents, information, facilities, and staff.  The Subrecipient 
also agrees to require any subrecipients, contractors, successors, transferees, and assignees to 
acknowledge and agree to comply with these same provisions.  Detailed information on record 
access provisions can be found in the DHS Standard Administrative Terms and Conditions 
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located at https://www.dhs.gov/publication/fy15-dhs-standard-terms-and-conditions, specifically in 
the DHS Specific Acknowledgements and Assurances on page 1. 

 
R.   Subrecipients must carry out their programs and activities in a manner that respects and ensures 

the protection of civil rights for protected populations.  These populations include but are not 
limited to individuals with disabilities and others with access and functional needs, individuals with 
limited English proficiency, and other diverse racial and ethnic populations, in accordance with 
Section 504 of the Rehabilitation Act of 1973, Title VI of the Civil Rights Act of 1964, and 
Executive Order 13347. 

 
V. Responsibilities of the Recipient 
 
The Recipient, in accordance with the general purposes and objectives of this grant agreement, will: 

 
A. Administer the grant in accordance with all applicable federal and state regulations and guidelines 

and submit required reports to the awarding federal agency. 
 

B. Provide direction and technical assistance to the Subrecipient. 
 

C. Provide to the Subrecipient any special report forms and reporting formats (templates) required 
for administration of the program. 

 
D. Reimburse the Subrecipient, in accordance with this grant agreement, based on appropriate 

documentation submitted by the Subrecipient. 
 

E. At its discretion, independently, or in conjunction with the federal awarding agency, conduct 
random on-site reviews of the Subrecipient(s). 

 
VI. Reporting Procedures 
 

A. The Subrecipient agrees to prepare quarterly work reports using the FY 2022 EMPG Work 
Agreement/Quarterly Report (EMHSD-31) and submit them through EMHSD’s online reporting 
tool by the due date following the end of each quarter.  Reimbursement of expenditures by the 
Recipient is contingent upon the Subrecipient’s completion of scheduled work activities. 
Reporting periods and due dates are listed in the FY 2020 EMPG Work Agreement/Quarterly 
Report (EMHSD-31).  The FY 2022 EMPG Work Agreement can be located at 
www.michigan.gov/emhsd under Grants Programs, EMPG. 

 
B. If the Subrecipient fails to complete the scheduled work activities during a quarter, the Recipient 

will withhold reimbursement until either the work is completed, or the Deputy State Director of 
Emergency Management approves a delay in the completion of the activity.  Forfeiture of funds 
may result if scheduled work activities are not completed according to established deadlines. 

 
C. A Subrecipient that fails to complete the annual exercise requirements, as scheduled within the 

FY 2022 EMPG Work Agreement/Quarterly Report, may be ineligible for EMPG funding for that 
quarter and all subsequent quarters. 

 
D. The Subrecipient’s failure to fulfill the quarterly reporting requirements, as required by the grant, 

may result in the suspension or loss of grant funding. 
 
VII. Payment Procedures 
 

A. The Subrecipient agrees to prepare the form EMHSD-007 - EMPG Quarterly Billing Cover Sheet.  
The Subrecipient agrees to submit this form with supporting documentation, including all required 
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authorized signatures and required reimbursement documentation, to the MSP/EMHSD District 
Coordinator by the due date following the end of each quarter, as identified in FY 2022 
Emergency Management Report Schedule.  The most current EMHSD-007 form must be used 
and can be obtained from the MSP/EMHSD District Coordinator, or by visiting 
www.michigan.gov/emhsd under Grant Programs, EMPG, Grant Forms, Finance Forms. 

 
B. If the Subrecipient submits required quarterly reports that are late or incomplete, the 

reimbursement may not be processed until the following quarter.  Forfeiture of funds may result if 
quarterly reports are not completed according to established deadlines. 
 

C. The Subrecipient agrees to return to the Recipient any unobligated balance of funds held by the 
Subrecipient at the end of the agreement period or handle them in accordance with the 
instructions provided by the Recipient. 

 
VIII. Employment Matters 
 
The Subrecipient shall comply with Title VI of the Civil Rights Act of 1964, as amended; Title VIII of the 
Civil Rights Act of 1968; Title IX of the Education Amendments of 1972 (Equal Opportunity in Education 
Act); the Age Discrimination Act of 1975; Titles I, II and III of the Americans with Disabilities Act of 1990; 
the Elliott-Larsen Civil Rights Act, 1976 PA 453, as amended, MCL 37.2101 et seq.; the Persons with 
Disabilities Civil Rights Act, 1976 PA 220, as amended, MCL 37.1101 et seq., and all other federal, state 
and local fair employment practices and equal opportunity laws and covenants.  The Subrecipient shall 
not discriminate against any employee or applicant for employment, to be employed in the performance of 
this grant agreement, with respect to his or her hire, tenure, terms, conditions, or privileges of 
employment; or any matter directly or indirectly related to employment because of his or her race, religion, 
color, national origin, age, sex, height, weight, marital status, limited English proficiency, or handicap that 
is unrelated to the individual’s ability to perform the duties of a particular job or position.  The Subrecipient 
agrees to include in every contract or subcontract entered into for the performance of this grant 
agreement this covenant not to discriminate in employment.  A breach of this covenant is a material 
breach of the grant agreement. 
 
The Subrecipient shall ensure that no subcontractor, manufacturer, or supplier of the Subrecipient for 
projects related to this grant agreement appears on the Federal Excluded Parties List System located at 
https://www.sam.gov. 
 
IX. Limitation of Liability 
 
The Recipient and the Subrecipient to this grant agreement agree that each must seek its own legal 
representative and bear its own costs, including judgments, in any litigation that may arise from 
performance of this contract.  It is specifically understood and agreed that neither party will indemnify the 
other party in such litigation. 
 
This is not to be construed as a waiver of governmental immunity for either party. 
 
X. Third Parties 
 
This grant agreement is not intended to make any person or entity, not a party to this grant agreement, a 
third party beneficiary hereof or to confer on a third party any rights or obligations enforceable in their 
favor. 
 
XI. Grant Agreement Period 
 
This grant agreement is in full force and effect from October 1, 2021, to September 30, 2022.  No costs 
eligible under this grant agreement shall be incurred before the starting date of this grant agreement, 
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except with prior written approval.  This grant agreement may be terminated by either party by giving thirty 
(30) days written notice to the other party stating reasons for termination and the effective date, or upon 
the failure of either party to carry out the terms of the grant agreement.  Upon any such termination, the 
Subrecipient agrees to return to the Recipient any funds not authorized for use, and the Recipient shall 
have no further obligation to reimburse the Subrecipient.   
 
XII. Entire Grant Agreement 
 
This grant agreement is governed by the laws of the State of Michigan and supersedes all prior 
agreements, documents, and representations between the Recipient and the Subrecipient, whether 
expressed, implied, or oral.  This grant agreement constitutes the entire agreement between the parties 
and may not be amended except by written instrument executed by both parties prior to the grant end 
date.  No party to this grant agreement may assign this grant agreement or any of his/her/its rights, 
interest, or obligations hereunder without the prior consent of the other party.  The Subrecipient agrees to 
inform the Recipient in writing immediately of any proposed changes of dates, budget, or services 
indicated in this grant agreement, as well as changes of address or personnel affecting this grant 
agreement.  Changes in dates, budget, or services are subject to prior written approval of the Recipient.  
If any provision of this grant agreement shall be deemed void or unenforceable, the remainder of the 
grant agreement shall remain valid. 
 
The Recipient may suspend or terminate grant funding to the Subrecipient, in whole or in part, or other 
measures may be imposed for any of the following reasons: 

A. Failure to expend funds in a timely manner consistent with the grant milestones, guidance, and 
assurances.  

B. Failure to comply with the requirements or statutory objectives of federal or state law. 
C. Failure to make satisfactory progress toward the goals or objectives set forth in the annual 

EMPG Work Agreement.  
D. Failure to follow grant agreement requirements or special conditions. 
E. Failure to submit required reports. 
F. Filing of a false certification in the application or other reports or documents. 

 
Before taking action, the Recipient will provide the Subrecipient reasonable notice of intent to impose 
corrective measures and will make every effort to resolve the problem informally. 
 
XIII. Business Integrity Clause 
 
The Recipient may immediately cancel the grant without further liability to the Recipient or its employees if 
the Subrecipient, an officer of the Subrecipient, or an owner of a 25% or greater share of the Subrecipient 
is convicted of a criminal offense incident to the application for or performance of a state, public, or 
private grant or subcontract; or convicted of a criminal offense, including, but not limited to any of the 
following: embezzlement, theft, forgery, bribery, falsification or destruction of records, receiving stolen 
property, attempting to influence a public employee to breach the ethical conduct standards for State of 
Michigan employees; convicted under state or federal antitrust statutes; or convicted of any other criminal 
offense which, in the sole discretion of the Recipient, reflects on the Subrecipient's business integrity. 
 
XIV. Freedom of Information Act (FOIA) 
 
Much of the information submitted in the course of applying for funding under this program, or provided in 
the course of grant management activities, may be considered law enforcement-sensitive or otherwise 
critical to national security interests.  This may include threat, risk, and needs assessment information, 
and discussions of demographics, transportation, public works, and industrial and public health 
infrastructures.  Therefore, each Subrecipient agency Freedom of Information Officer will need to 
determine what information is to be withheld on a case-by-case basis.  The Subrecipient should be 
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familiar with the regulations governing Protected Critical Infrastructure Information (6 CFR, Part 29) and 
Sensitive Security Information (49 CFR, Part 1520), as these designations may provide additional 
protection to certain classes of homeland security information. 
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XV. Official Certification 
 
For the Subrecipient 

The individual or officer signing this grant agreement certifies by his or her signature that he or she is 
authorized to sign this grant agreement on behalf of the organization he or she represents.  The 
Subrecipient agrees to complete all requirements specified in this grant agreement. 
 
 
_______________________________________ ____________________________________ 
Subrecipient Name     Subrecipient UEI 
 
For the Chief Elected Official 
 
 
_____________________________________ ___________________________________ 
Printed Name      Title 
 
 
_____________________________________ ___________________________________ 
Signature      Date 
 
For the Local Emergency Manager 
 
  
_____________________________________ ___________________________________ 
Printed Name      Title 
 
 
_____________________________________ ___________________________________ 
Signature      Date 
 
For the Recipient (Michigan State Police, Emergency Management and Homeland Security 
Division) 
 
       Commander, Emergency Management 
Capt. Kevin Sweeney, __________ ________ and Homeland Security Division______ 
Printed Name                 Title 
 

 
 
     September 13, 2022 

___________________________________             ___________________________________ 
Signature      Date 
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Security Camera Installation Quote #001300 v1

Advanced Satellite Communications

Prepared by:Prepared For:

Tuscola County Information Systems

P: (989) 672-3773
E: tviolet@tuscolacounty.org

P: 734-793-1423
E: abarber@advancedsat.com

Adam Barber
12137 Merriman Road
Livonia, MI 48150

Tracy Violet
207 E. Grant St.
Caro, MI 48723

Date Issued:

09.28.2022

Expires:

10.28.2022

Scope of Work

Purpose:

Install 2 security cameras to expand coverage of visitors to the building 

A.S.C. Scope of Work:

 Walk site to determine camera and switch locations
 Run Cat6 cable from patch panel to camera locations
 Terminate cable with biscuit jack on the camera side
 Install Security Cameras and connect with patch cable
 Connect Camera to POE Switch 
 Install Avigilon Camera License
 Configure camera display and record settings
 Aim/Focus cameras as necessary

Tuscola to Provide

 Clear pathways for wire runs
 2 open POE ports on network switch

Page: 1 of 2Quote #001300 v1
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System Devices

Product Description Qty

CAT6 (Plenum Solid Yellow) 600

RJ45, CAT6 Connectors 1

Jack(Cat6 RJ45 Keystone Jack, White) 2

Jack (Quickport, Surface Biscuit Box, Single Port) 2

CAT6 patch cable, 3FT, Yellow 4

ACC7 Enterprise Edition Camera License 2

Subtotal: $1,038.22

Installation Services

Product Description Qty

Installation & Programming 1

Subtotal: $1,248.00

Quote Summary Amount

System Devices $1,038.22

Installation Services $1,248.00

Total: $2,286.22

Customer understands that any additional fees that may be incurred to comply with all applicable building codes, zoning ordinances or any other permits needed
for installation is their responsibility. Further, reference to Plug and Play is defined herein as utilization of pre-existing cable distribution system for entire property,
as is. Delays or distractions caused by customer during installation or service may be billed additionally upon written order to customer. Any alteration or deviation
from above quoted specifications involving extra cost will be executed only upon written orders and will become an extra charge over and above this quotation.
This is the entire agreement, and no additional services or promise of performance is implied that is not contained herein.  Acceptance of quotation - all terms and
conditions as written are a part hereof and are binding upon the parties hereto. A.S.C. retains the right to substitute parts of equal or better value to complete a
functional system. Upon clients written approval A.S.C. may access clients system(s) for virtual maintenance, trouble shooting and reporting functions. A.S.C. may
refer to clients name in various marketing materials unless prohibited by client. A.S.C. shall have no liability for any personal injury, property damage or other loss
based on any claim at all including a claim the product failed to perform.  A.S.C. will bill after functional completion of the job and expect payment due within the
terms stated on this proposal.The Company reserves the right to send the account to a third party for collection. It is understood and agreed that The Company
may do so for the entire amount remaining on the contract plus any collection costs incurred in the process.  Note: Finance charges of 1.5% per month added to
past due invoices. All products shown herein remain the property of A.S.C. until paid in full.  Prices contained in this quotation shall be considered firm for a period
of (30) days from the date of quotation unless otherwise stated herein. A.S.C. will charge a restocking fee of 20% on all returned or cancelled merchandise. All
purchases placed on a credit card for orders over $2,000. may incur a 2.5% service charge.  ATTORNEYS' FEES. In the event of any litigation or arbitration
between the parties with respect to this Agreement, the prevailing party shall be entitled to recover reasonable attorneys’ fees and costs of litigation, as the court
or tribunal may determine.

Acceptance

Advanced Satellite Communications Tuscola County Information Systems

Adam Barber Tracy Violet

Signature / Name Signature / Name Initials

09/28/2022

Date Date

Page: 2 of 2Quote #001300 v1
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Surveillance Camera List

No. View New/Swap/Move Int./Ext. Existing Cam. New Cam. Cable Power

1 Front Entrance Move Interior None 2MP Mini Dome 
New 
Cat6

POE

2 Register of Deeds Hallway Move Interior None 2MP Mini Dome 
New 
Cat6

POE

Tuscola County – Treasurer’s Office

125 Lincoln St. 

Caro, MI 48723
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Tuscola County – Treasurer’s Office

125 Lincoln St. 

Caro, MI 48723
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Camera Types
Tuscola County – Treasurer’s Office

125 Lincoln St. 

Caro, MI 48723

Tuscola Provided 
2MP Mini Dome
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Security Camera Swap Quote #001299 v1

Advanced Satellite Communications

Prepared by:Prepared For:

Tuscola County Information Systems

P: (989) 672-3780
E: tviolet@tuscolacounty.org

P: 734-793-1423
E: abarber@advancedsat.com

Adam Barber
12137 Merriman Road
Livonia, MI 48150

Tracy Violet
440 N. State St.
Caro, MI 48723

Date Issued:

09.28.2022

Expires:

10.28.2022

Scope of Work

Purpose: 

This camera installation replaces existing security cameras in the Clerk's Office with updated Indoor cameras with Infrared and 
True Day/Night Image capabilities. 

A.S.C. Scope of Work:

 Disconnect and remove security cameras from their existing locations (See Diagram) 
 Return cameras to Tuscola County Information Systems for redeployment in the Purdy building
 Mount new Security Cameras according to the diagram using existing Data Cable
 Connect and configure camera display and record settings
 Aim & Focus Cameras as necessary. 
 Update User Workstations used to view Clerk Cameras (as directed by Tuscola) 
 Clean area of debris caused during the installation

Page: 1 of 3Quote #001299 v1
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Scope of Work

Tuscola to Provide

 Existing Data Cable & POE Ports
 Recording on existing servers
 Assistance from IT administrators as needed

Page: 2 of 3Quote #001299 v1
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System Devices

Product Description Qty

Avigilon Camera (5MP. H5SL. Indoor Dome.IR) 5

Install Hardware 1

ACC7 Enterprise Edition Camera License 2

Subtotal: $4,790.00

Installation Services

Product Description Qty

Installation & Programming 1

Subtotal: $1,248.00

Quote Summary Amount

System Devices $4,790.00

Installation Services $1,248.00

Subtotal: $6,038.00

Shipping: $80.00

Total: $6,118.00

Customer understands that any additional fees that may be incurred to comply with all applicable building codes, zoning ordinances or any other permits needed
for installation is their responsibility. Further, reference to Plug and Play is defined herein as utilization of pre-existing cable distribution system for entire property,
as is. Delays or distractions caused by customer during installation or service may be billed additionally upon written order to customer. Any alteration or deviation
from above quoted specifications involving extra cost will be executed only upon written orders and will become an extra charge over and above this quotation.
This is the entire agreement, and no additional services or promise of performance is implied that is not contained herein.  Acceptance of quotation - all terms and
conditions as written are a part hereof and are binding upon the parties hereto. A.S.C. retains the right to substitute parts of equal or better value to complete a
functional system. Upon clients written approval A.S.C. may access clients system(s) for virtual maintenance, trouble shooting and reporting functions. A.S.C. may
refer to clients name in various marketing materials unless prohibited by client. A.S.C. shall have no liability for any personal injury, property damage or other loss
based on any claim at all including a claim the product failed to perform.  A.S.C. will bill after functional completion of the job and expect payment due within the
terms stated on this proposal.The Company reserves the right to send the account to a third party for collection. It is understood and agreed that The Company
may do so for the entire amount remaining on the contract plus any collection costs incurred in the process.  Note: Finance charges of 1.5% per month added to
past due invoices. All products shown herein remain the property of A.S.C. until paid in full.  Prices contained in this quotation shall be considered firm for a period
of (30) days from the date of quotation unless otherwise stated herein. A.S.C. will charge a restocking fee of 20% on all returned or cancelled merchandise. All
purchases placed on a credit card for orders over $2,000. may incur a 2.5% service charge.  ATTORNEYS' FEES. In the event of any litigation or arbitration
between the parties with respect to this Agreement, the prevailing party shall be entitled to recover reasonable attorneys’ fees and costs of litigation, as the court
or tribunal may determine.

Acceptance

Advanced Satellite Communications Tuscola County Information Systems

Adam Barber Tracy Violet

Signature / Name Signature / Name Initials

09/28/2022

Date Date
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TUSCOLA COUNTY

Committee of the Whole

2023 Fiscal Year Budget
First Review

October 10, 2022
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2023 PROPOSED BUDGET

TABLEOF CONTENTS

1. All Funds Estimated Fund Balances

2. Voted Special Purpose Millage Review

3. Actual and Projected Wind Turbine Revenue

4. Wind Escrow Reserves

5. General Fund Actual and Projected 2020-2023

. 6. General Fund Expense Budget with Baseline, and Estimate Wages

with 4% and 5%

7. General Fund Transfer Out History and Projected
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10/04/2022

2
,

2022 E '

2021 Ending 2022 Estimated
snmated

2022 Estimated
E

.
Fund Balance Revenue and

xpendltures
Ending Fund

_ and Transfers
Audited Transfers In Balance

General Fund

_—
I————
In
I--
1--
100
X—‘-—

Special Revenue Funds

E2!
@1-

EB
El!
EH

1 Regional DWI Court Grant 88,135 251,700 260,875 78,960

E Vassar Township Police Services ‘ 94,667 94,667 —
Recycling 141,789 330,000 343,404 178,385

E Millington Township Police Services — 189,610 189,610
New Mental Health Grant for Courts 13 39,775 38,883 905

Victim Services 214 94,426 94,426 214

Animal Shelter 67 342,242 340,000 2,309

240 Voted Mosquito Abatement 756,698 1,293,242 974,221 1,075,719

Equipment Fund 331,333 250,000 435,00 146,333

County Veteran Service Grant 45,433 55,000 80,610 19,823

Building Inspection Fund 8,988 646,915 582,224 73,679

CDBGHousing Program Income 58,560 20,000 60,000 18,560

251 Principal Residence Exemption 27,003 83,500 62,890 47,613

Remonumentation 57,440 57,440

Victim of Crime Act Grant 2,697 90,000 92,697

Register of Deeds Automation 99,864 52,450 51,350 100,964

Geographic Information Systems 178,764 107,250 94,159 191,855

Indigent Defense (MIDC) 204,418 1,294,864 1,499,282

261 HomelandSecurity 369 60,000 60,368

Concealed Pistol Licensing 161,61 48,200 14,945 194,871

Corrections Officer Training 14,033 11,000 13,700 11,333

F/ortfeitureSheriff/Prosecutor/Crime 281,414 5,000 200,000 86,414
IC lm

Law Library 36,598 6,50 1,000 42,098
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10/04/2022

270 —‘
‘

HE

E
E£l—

- 5 10,774,007

_——_—‘
2
E‘
E 57
—‘
—‘

379 _—
E5——
—‘- Debt Service Funds Total--

470

IE‘
Jail Capital Improvement Fund 3,000

Capital Project FundsTota| $ 56,322 S 2,772,270

——————
K

678 842,165
$ 3,605.00 S 865.143

Proprietary Funds

291 Medical Care Facility 6,681,823 23,486,98 23,835,388 6,333,424

E Tax Foreclosure Fund 1,861,089 260,548 324,533 1,797,104

@ Combined Revolving Tax Fund 6,105,65 675,240 675,240 6,105,650- Proprietary Funds Total 5 14,648,56 A s 24,422,77 s 24,835,16 5 14,236,178

- Total AllFunds 5 33,375,3o 7 $ 69,500.83 5 71,293.07
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Tuscola County

Wind Escrows as of8-19-22
Consumers

General Fund S 1,498,120

Voted Primary

Roads S 305,278

Voted Road

Patrol S 408,882

Recycling S 47,418

Mosquito S 199,663

MSU S 31,613

Veterans S 53,742

Bridge S 151,960

Senior S 97,932

Med Care S 79,031

TOTAL S 2,873,639

Combined
Total S 4,015,703

Nextera Settlement in 2017

667,774

115,485

122,916

19,248

81,044

16,172

61,682

25,664

32,079

1,142,064
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2023 Budget Development Calendar

Presentation of financial trends/projections to commissioners and
22 Aug

county officials
Controller

Revenue and expenditure budget distributed to departments
22 Aug

electronically
Controller

22-Aug to Revenue and expenditure projections for 2022 prepared by
D rt t

11-Sep departments and 2023 revenue and expenditure budget requests
epa men 3

1266
Department revenue and ependiture requests and projections Controller and

p compiled by Controller-reviewed by Board Board

Controller and
Finance
Commissioners

Board directs Controller and Finance Commissioners to prepare
15599 draft 2023 balanced budget

Controller and
Finance
Commissioners

10-Oct Board reviews first draft balanced 2023 budget - makes changes

11_OCt Firstdraft 2023 budget submitted to departments for
Controller

review/comment

12-Oct to 21-Oct Departments prepare written comments regarding draft budget Departments

24_OCt
Board reviews department comments and considers budget

changes

25-Oct Departments notified if the Board makes budget changes Controller

14-NOV 2”“Board review of department requested budget changes

Public hearing newspaper notice prepared/submitted to newspaper

14-Nov and County Website (Advertiser must have by Monday @ noon to Controller

make Wednesday's paper)

Public hearing conducted

Controller and Finance Commissioners prepare first draft 2023
05-Oct budget

O1-Dec

O1-Dec Final budget revisions and adoption
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